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ABSTRACT

The implementation of an effective network monitoring system is very important for companies to maintain
service performance and availability. This research aims to design and implement a network monitoring system
using Nagios at PT. Telkom Access. The research methodology includes direct observation, interviews with
related parties, and literature studies. The results of the study show that the implementation of Nagios in PT.
Telkom Access enables real-time monitoring of network devices and servers, provides early notifications of
potential problems, and facilitates rapid response to disruptions. The system is integrated with the Ubuntu
Server 22.04 operating system and utilizes the Nagios plugin to monitor various performance parameters. In
conclusion, Nagios provides reliable and effective solutions to increase service availability, optimize network
performance, and ensure customer satisfaction at PT. Telkom Access.
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1. INTRODUCTION (10 PT)

In the all-connected digital era, the availability and performance of computer networks are
crucial for the continuity of company operations. Especially for telecommunication service providers
such as PT. Telkom Akses, a reliable and stable network is the main backbone in providing quality
services to customers (Sutiman & Gunawan, 2021). Network disruptions or downtime can have a
significant impact, ranging from inhibited internal communications, disconnected customer service, to
large financial losses. Therefore, it is important for PT. Telkom Access to have a sophisticated and
responsive network monitoring system (Rizkiana et al,, 2018).

Network monitoring systems allow real-time monitoring of various components of network
infrastructure, such as servers, routers, switches, firewalls, and so on. With continuous monitoring,
network administrators can quickly detect potential problems, analyze the root cause of the outage, and
take preventive action before a broader impact occurs. The information obtained from the monitoring
system can also be used to optimize network performance, improve efficiency, and plan future
infrastructure development (Prayogo et al., 2012).

Nagios, as one of the popular open-source network monitoring software, offers a
comprehensive solution for monitoring network health and performance (Shidhani etal., 2016). Nagios'
superior features, such as real-time monitoring, flexible notification system, intuitive data visualization,
and integration capabilities with various platforms, make it the right choice for PT. Telkom Access. With
the implementation of Nagios, it is hoped that PT. Telkom Access can increase visibility into its network
conditions, speed up response times to disruptions, and minimize negative impacts (Nugroho et al,,
2018).

This research focuses on the design and development of a network monitoring system using
Nagios in the environment of PT. Telkom Access. The research stages include needs analysis, system
design, implementation, and testing. The results of this study are expected to provide an effective and
efficient network monitoring solution for PT. Telkom Access, so that it can ensure service availability,
increase customer satisfaction, and support the company's business growth. In addition, this research is
also expected to contribute to the development of science and technology in the field of network
monitoring.
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2.  LETERATURE REVIEW

Previous research related to the implementation of network monitoring systems has been carried
out by several researchers. The study shows that the use of network monitoring software such as The
Dude and OpenNMS can assist network administrators in monitoring network infrastructure in real-
time, detecting potential problems, and improving network management efficiency (Elhaq et al., 2021)
(Nugroho et al,, 2018).

For example, research conducted by (Elhaq et al,, 2021) shows that the implementation of The Dude
as anetwork monitoring system in the Mikrotik environment can help network administrators to detect
network problems or disturbances earlier and make it easier to solve them. In addition, other research
reveals that the use of OpenNMS to monitor the performance of network devices can provide an
overview of the response time of each running service as well as SNMP data to monitor device quality
(Nugroho et al,, 2018).

Meanwhile, research conducted by (Prayogo et al, 2012) revealed that a network monitoring
system with notifications through SMS Gateway is able to assist network administrators in monitoring
anytime and anywhere, so that it can maintain network stability and reduce downtime (Elhaq et al,,
2021).

Types of Computer Networks

Computer networks can be classified based on various criteria, such as geographic reach, topology,

and architecture. Here are some commonly used types of computer networks:

e Personal Area Network: A network that connects devices in close proximity, such as
smartphones, laptops, and printers. Examples are Bluetooth and Wi-Fi Direct connections.

o Local Area Network: A network that connects computers and other devices within a confined
area, such as a building or campus. LANs are typically used to share resources, such as printers
and file servers.

e Metropolitan Area Network: A network that covers a larger geographic area than a LAN, such
as a city. MAN is often used by large organizations or local governments.

e Wide Area Network: A network that covers a very large geographic area, such as a country or
continent. The Internet is the most well-known example of a WAN.

e Virtual Private Network: A network that allows users to connect to a private network through
a public network, such as the internet. VPNs are used to improve the security and privacy of
data communications.

Computer Network Hardware

Some of the important hardware commonly used in building and managing computer networks

include:

e Router: It serves to connect two or more networks, forward data packets between networks,
and determine the best path for data to reach its destination. Routers are an important
component in a network, especially for connecting a LAN to the internet.

o Switch: Functions to connect multiple devices in one LAN and forward data only to the
destination device. Switches are more efficient than hubs because they reduce unnecessary data
traffic.

e Hub: Serves as a central point of connection for devices within the LAN. The hub broadcasts the
received data to all connected devices, making it less efficient than a switch. Nowadays, the use
of hubs is getting less and less frequent.

o Network Interface Card: A card that is attached to a computer or other device to connect it to
a network. NICs provide a physical interface for network connections, either via cable or
wireless.

e Modem: It serves to modulate and demodulate the signal, thus allowing the computer to
connect to the internet via telephone lines, cables, or fiber optics.

e (Cable/Connector: Cables and connectors are used to physically connect network devices. The
type of cable and connector used depends on the type of network and the standard applied.
Examples are UTP cables, fiber optic cables, and R]-45 connectors.

e Firewall: A hardware or software that serves to protect a network from unauthorized access.
Firewalls can be specialized hardware or implemented as software on servers or routers.
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e Server: A computer that provides services to other computers in the network, such as a file
server, print server, or web server.

e Access Point: A device that allows wireless devices to connect to a wired network. Access
points serve as a bridge between wireless networks and cable networks.

These hardware devices work together to form a reliable and efficient network infrastructure. Choosing
the right hardware is essential to ensure network performance and security.

Nagios Monitoring Application

Nagios is an open-source system and network monitoring software. Nagios allows administrators to
monitor their IT infrastructure, including servers, applications, services, and network devices, to ensure
everything is functioning properly. Here are some Nagios monitoring applications:

e Server Monitoring: Nagios can monitor various server parameters, such as CPU usage, memory
usage, disk space, temperature, and service status. This allows administrators to identify
potential issues before they impact server performance.

e Network Monitoring: Nagios can monitor network devices such as routers, switches, and
firewalls. This monitoring includes connection status, bandwidth usage, and latency. Nagios can
also detect network device failures and provide notifications to administrators.

e Application Monitoring: Nagios can monitor the performance of web applications, databases,
and other applications. This monitoring includes response time, availability, and resource
usage. By monitoring the application, administrators can ensure that the application is running
optimally and meeting the service level agreement.

e Service Monitoring: Nagios can monitor various services, such as email, DNS, and DHCP. This
monitoring ensures that these services are available and functioning properly.

¢ Notifications and Alerts: Nagios may send notifications and alerts to administrators via email,
SMS, or other methods in the event of a problem or anomaly. These notifications allow
administrators to respond quickly to issues and minimize their impact.

e Reporting and Analytics: Nagios provides reporting and analytics features that allow
administrators to monitor performance trends, identify areas for improvement, and make
informed decisions based on data.

With its extensive and flexible capabilities, Nagios is a reliable and effective monitoring solution for
various types of IT infrastructure. The implementation of Nagios at PT. Telkom Akses is expected to
increase visibility and control over the network, so as to ensure service availability and customer
satisfaction

3.  RESULTS AND DISCUSSION (10 PT)

Previous research related to the implementation of network monitoring systems has been carried

out by several researchers. The study shows that the use of network monitoring software such as The
Dude and OpenNMS can assist network administrators in monitoring network infrastructure in real-
time, detecting potential problems, and improving network management efficiency (Elhaq et al., 2021)
(Nugroho et al, 2018).
For example, research conducted by (Elhaq et al., 2021) shows that the implementation of The Dude as
a network monitoring system in the Mikrotik environment can help network administrators to detect
network problems or disturbances earlier and make it easier to solve them. In addition, other research
reveals that the use of OpenNMS to monitor the performance of network devices can provide an
overview of the response time of each running service as well as SNMP data to monitor device quality
(Nugroho et al,, 2018).

Meanwhile, research conducted by (Prayogo et al., 2012) revealed that a network monitoring
system with notifications through SMS Gateway is able to assist network administrators in monitoring
anytime and anywhere, so that it can maintain network stability and reduce downtime (Elhaq et al,,
2021).

Types of Computer Networks
Computer networks can be classified based on various criteria, such as geographic reach, topology,
and architecture. Here are some commonly used types of computer networks:
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Personal Area Network: A network that connects devices in close proximity, such as
smartphones, laptops, and printers. Examples are Bluetooth and Wi-Fi Direct connections.
Local Area Network: A network that connects computers and other devices within a confined
area, such as a building or campus. LANs are typically used to share resources, such as printers
and file servers.

Metropolitan Area Network: A network that covers a larger geographic area than a LAN, such
as a city. MAN is often used by large organizations or local governments.

Wide Area Network: A network that covers a very large geographic area, such as a country or
continent. The Internet is the most well-known example of a WAN.

Virtual Private Network: A network that allows users to connect to a private network through
a public network, such as the internet. VPNs are used to improve the security and privacy of
data communications.

Computer Network Hardware
Some of the important hardware commonly used in building and managing computer networks

include:

Router: It serves to connect two or more networks, forward data packets between networks,
and determine the best path for data to reach its destination. Routers are an important
component in a network, especially for connecting a LAN to the internet.

Switch: Functions to connect multiple devices in one LAN and forward data only to the
destination device. Switches are more efficient than hubs because they reduce unnecessary data
traffic.

Hub: Serves as a central point of connection for devices within the LAN. The hub broadcasts the
received data to all connected devices, making it less efficient than a switch. Nowadays, the use
of hubs is getting less and less frequent.

Network Interface Card: A card that is attached to a computer or other device to connect it to
a network. NICs provide a physical interface for network connections, either via cable or
wireless.

Modem: It serves to modulate and demodulate the signal, thus allowing the computer to
connect to the internet via telephone lines, cables, or fiber optics.

Cable/Connector: Cables and connectors are used to physically connect network devices. The
type of cable and connector used depends on the type of network and the standard applied.
Examples are UTP cables, fiber optic cables, and R]-45 connectors.

Firewall: A hardware or software that serves to protect a network from unauthorized access.
Firewalls can be specialized hardware or implemented as software on servers or routers.
Server: A computer that provides services to other computers in the network, such as a file
server, print server, or web server.

Access Point: A device that allows wireless devices to connect to a wired network. Access
points serve as a bridge between wireless networks and cable networks.

These hardware devices work together to form a reliable and efficient network infrastructure. Choosing
the right hardware is essential to ensure network performance and security.

Nagios Monitoring Application

Nagios is an open-source system and network monitoring software. Nagios allows administrators to
monitor their IT infrastructure, including servers, applications, services, and network devices, to ensure
everything is functioning properly. Here are some Nagios monitoring applications:

Server Monitoring: Nagios can monitor various server parameters, such as CPU usage, memory
usage, disk space, temperature, and service status. This allows administrators to identify
potential issues before they impact server performance.

Network Monitoring: Nagios can monitor network devices such as routers, switches, and
firewalls. This monitoring includes connection status, bandwidth usage, and latency. Nagios can
also detect network device failures and provide notifications to administrators.

Application Monitoring: Nagios can monitor the performance of web applications, databases,
and other applications. This monitoring includes response time, availability, and resource
usage. By monitoring the application, administrators can ensure that the application is running
optimally and meeting the service level agreement.
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e Service Monitoring: Nagios can monitor various services, such as email, DNS, and DHCP. This
monitoring ensures that these services are available and functioning properly.

¢ Notifications and Alerts: Nagios may send notifications and alerts to administrators via email,
SMS, or other methods in the event of a problem or anomaly. These notifications allow
administrators to respond quickly to issues and minimize their impact.

e Reporting and Analytics: Nagios provides reporting and analytics features that allow
administrators to monitor performance trends, identify areas for improvement, and make
informed decisions based on data.

With its extensive and flexible capabilities, Nagios is a reliable and effective monitoring solution for
various types of IT infrastructure. The implementation of Nagios at PT. Telkom Akses is expected to
increase visibility and control over the network, so as to ensure service availability and customer
satisfaction.

Method

In this study, the methodology used is as follows:

Research Analysis

To build a network monitoring server at PT. Telkom Access with Nagios, required:

e Hardware: A server PC that is sufficient to run Ubuntu Server and Nagios applications.
Hardware specifications need to be adjusted to the workload and the number of devices to be
monitored.

e Operating System: Ubuntu Server as a platform for Nagios.

e Software:

o Nagios Core as the main monitoring application.
o Nagios plugins needed to monitor specific services and devices.

e Dashboard: A dashboard for visualization of monitoring data. Instead of NagVis (which has
been removed on demand), consider using Nagios' built-in web interface or another compatible
dashboard solution, such as Grafana.

[ ]

Design

The implementation of Nagios at PT. Telkom Access will not change the existing network design.
The Nagios server will be added to the network and configured to monitor the required devices and
services. The IP Address for the monitoring server will be determined during the installation of Ubuntu
Server.
Testing
The success of Nagios implementation depends on several factors, including:

¢ Infrastructure and Hardware: Server and network performance must be adequate to support
Nagios' operations.

e Software Configuration: The configuration of Nagios must be done correctly, including the
addition of hosts to be monitored and the setting of notifications.

e Access Monitoring: Nagios must have proper access to the devices and services to be
monitored.

Implementation

Nagios implementation steps at PT. Telkom Access:

1. Ubuntu Server Installation: Install Ubuntu Server on the provided server PC. Specify a static
IP address for the monitoring server during the installation process.

2. Nagios Core Installation: Install Nagios Core on Ubuntu Server.

3. Nagios Plugin Installation: Install the Nagios plugins needed to monitor the desired services
and devices.

4. Nagios Configuration: Configure Nagios to monitor predefined hosts (network devices and
servers). This configuration includes settings for the services to be monitored, alert thresholds,
and notification methods.

5. Dashboard Configuration: Configure Nagios' built-in web interface or integrate with other
dashboard solutions for data visualization monitoring.

6. Testing: Conduct thorough testing to ensure that the Nagios is functioning properly and
provides accurate monitoring information.
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With the right implementation, Nagios can help PT. Telkom Access monitors its network infrastructure,
improves service availability, and optimizes network performance.

Data Collection Methods

Data Collection Methods at PT. Telkom Access:

e Observation: Direct observation was made in the Information Technology Division of PT.
Telkom Access to get an overview of the existing network infrastructure. The duration of
observation is adjusted to the needs.

o Interview: Interviews were conducted with related parties in the Information Technology
Division of PT. Telkom Access, such as managers and supervisors, to understand in detail the
system that is running, the problems that often occur, as well as the needs and expectations
related to the implementation of the monitoring system.

e Literature Studies: Literature studies are conducted by gathering information from various
sources, such as the internet, journals, and reference books, to support the design and
implementation of an effective monitoring system. Literature studies also aim to strengthen the
theoretical and practical foundations used.

By using the right method, it is hoped that the data obtained can support the process of designing and
implementing a network monitoring system with Nagios at PT. Telkom Access.

4. Results and Illumination

Proposed Network Topology

Based on the background of the existing problem and by implementing a device to do monitoring, it does
not change the network topology that is already running.

-
B
- b b

Access Point A Access Point B Access Point C Access Point D Access Point E
Figure 1. Current network topology

Network Schema
In the proposed network scheme, the author adds a device used to carry out monitoring. The proposed
network scheme is as follows:
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Figure 2. Proposed Network Scheme

Application Design

In building a monitoring system, a server device with an operating system installed is needed. The
author uses the Linux operating system Ubuntu Server 22.04 with the Nagios Core 4.5 monitoring
system and Nagios Plugin. Nagios cannot run on its own, so it requires elements involved in it such as
Apache as a web server and MariaDB database.

Nagios Installation
For the installation of Nagios Core 4.4, the first step is to download the installation file first and then
perform the Nagios installation. Downloading can be done using the following command:

sudo apt update & sudo apt upgrade

sudo apt install -y wget build-essential apache2 php openssl perl make
php-gd libgd-dev libapache2-mod-php libperl-dev libssl-dev daemon
autoconf libc6-dev libmcrypt-dev libssl-dev libnet-snmp-perl gettext
unzip

cd /tmp

wget https://assets.nagios.com/downloads/nagioscore/releases/nagios-
4.4.6.tar.gz

sudo useradd nagios

sudo groupadd nagcmd

sudo usermod -a -G nagcmd nagios

tar -xzf nagios-4.4.6.tar.gz

cd nagios-4.4.6

sudo ./configure —--with-httpd-conf=/etc/apache2/sites-enabled
sudo make all

sudo make install

sudo make install-init

sudo make install-commandmode

sudo make install-config



https://assets.nagios.com/downloads/nagioscore/releases/nagios-4.4.6.tar.gz
https://assets.nagios.com/downloads/nagioscore/releases/nagios-4.4.6.tar.gz
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sudo /usr/bin/install -c -m 644 sample-config/httpd.conf
/etc/apache2/sites-enabled/nagios.conf

sudo aZenmod rewrite

sudo aZenmod cgi

sudo systemctl restart apache?2

cd /tmp

wget https://nagios-plugins.org/download/nagios-plugins-2.3.3.tar.gz
tar -xzf nagios-plugins-2.3.3.tar.gz

cd nagios-plugins-2.3.3

sudo ./configure —--with-nagios-user=nagios —--with-nagios-group=nagios --
with-openssl

sudo make

sudo make install

sudo /usr/local/nagios/bin/nagios -v /usr/local/nagios/etc/nagios.cfg
sudo systemctl enable --now nagios.service

sudo systemctl restart apache2.service

By now, Nagios should be up and running on your Ubuntu 20.04 server. You can access the Nagios web
interface by visiting your server's IP address or hostname in a web browser, followed by " /nagios".
From the downloaded Nagios Core file, it can be installed immediately. In this installation stage, a
username and password will be added which will later be used to log in to the Nagios application.

-
r Terminal - user@user-VirtualBox: /ftmp/nagios-plugins-2.4.11 = ==

File Edit View Terminal Tabs Help

Checking

Checking aths

r commands. ..

Figure 3. Nagios Configuration
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Once the installation process is complete, we can open the browser available to access the Nagios
application by typing the IP address, which is http://10.0.2.15/nagios, as in the following image:

= New Private Tab X+
Q  local
& Import bookmarks... ) Getting Started
@ localhost
This site is asking you to sign in.

Username

I

Password

G search with God

Sancal m

Next-level privacy on mobile

gure 4. Nagios login

A username and password for the Nagios app have been created during the installation process. After entering
the username and password correctly, Nagios is ready to be used for system monitoring. Here is the initial view
of the Nagios app.

Tactical Status Overview
Last Updated: Sun Dec 29 13:28:51 WIB 2024
Updated every 90 seconds

.
Nagios
Nagios® Core™ 459 - www.nagios.org

General Logged in as nagiosadmin

nentation Monitoring Performance
Current Status Service Check Execution Time: 0
Service Check Latency: o
Tax Host Check Execution Time: 4
Host Check Latency: 000/ 0.00 / 0001 sec
# Active Host / Service Checks:  1/8
# Passive Host / Service Checks: 0/0
Network Outages Network Health
R —
Hosts
0 Down 0 Unreachable 1up 0 Pending
Services
1 Critical 0 Warning 0 Unknown 70k 0 Pending
Reports 1Unhandled
Problems

bility

Monitoring Features

5. Conclusion

The implementation of Nagios at PT. Telkom Access enables real-time monitoring of network
infrastructure, provides early notification of potential problems, and facilitates rapid response to
outages. This contributes to increased service availability, optimized network performance, and
operational efficiency. The Nagios monitoring system, which is integrated with the Ubuntu Server 22.04
operating system and utilizes the Nagios plugin, provides a reliable and effective solution to monitor the
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health and performance of network and server devices in PT. Telkom Access. With proactive monitoring,
PT. Telkom Access can minimize downtime, improve service quality, and ensure customer satisfaction.
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